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e = Preview of Key Points
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U Does SharePoint have an audit log?

— O Which versions/editions?

U How do you enable auditing? B

= O What events/activity does it allow you to

audit?

E= U Where is the log stored?

U How do you view the log?

U What's wrong with the SharePoint audit
log?
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QVersion

" = 3.0/2007
QEditions -
= = Windows SharePoint Services 3.0

= Office SharePoint Server 2007 for Search
k= " Office Forms Server 2007

= Office SharePoint Server 2007 Standard
» Office SharePoint Server 2007 Enterprise

= Office SharePoint Server 2007 for Internet
Sites

UWindows SharePoint Services
» No interface or command line utility A
= Script the SharePoint object model
55
=
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do you enable auditing?

U Office SharePoint Services

= Sjte Collection Administration \ Site collection
audit settings =

. [ Wielcome SCMESP\sdministratoe = | My Ste | Mylnks = | i
g4l Home \
QAR oo Corvn = | b + gt Sanch | 5aus e |
Herme > Site Seitings > Canfigurs Audit Sektiogs \
Configure Audit Settings

Jt . ] =

USharePoint content database in SQL

=~ Server
= “audit event entries ... are stored with all other =
= content such as list items, documents...” -
TechNet

Tables in SharePoint content SQL database
UNot designed for direct access
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S How do you view the log?
QWindows SharePoint Services
= . : >
» No interface or command line utility .
» Script the SharePoint object model
=
=

—

QOffice Fr—
=~ Shal’ePOInt Vi?w-Auditinngf:::Ttih'“nw. -
Server ‘

= = Handful of
rudimentary
Excel reports

= Cryptic
= Essentially
broken

© 2009 Monterey Technology Group Inc.



| A [0 C U 3 F [3 L " N 5} P ] W
1 Steld  Memld  Nem Type Userld Mactine NMactine F Dcument Location T Dccured (GMT) Event Custom E:Evert Sou Source N Evert Dits
2 3782 S4dba396- Documant SHAREPC ListaWork URL 20050104701 06 &5 Lipdate SharaPor
3 3eTHH2e.{ 29454076 Documant SHAREPC ListaWork URL 20050104701 3045 Update SharaPor
4 aTHE2cC befEAE 0 Lint ACMEER, ListsfLinks URL 20081222723 41:11 Update SharePon 4_000
5 38THE2c. 44235828 Documant ACMESF\ EHM Libra URL 2008-12.25T14 58 43 Update SharePon
B JTHEe.C (DAE0.E e ACMEER, Cacha Pro URL 200805 11T1817 &4 Update SharaP oy
7 aTHEeC cDAEI0-E e ACMEER, Cacha Pro URL 2008.06- 25719 3042 Copy Object Mo hetp epderdac Lb/CopiedFile 411
- B 3THEe.£ 475064k Dacumant ACMESP, EHM Libra URL 20081222723 3419 Update SharaPosry
8 JeTilc.f 37506tk Document ACMESP, EHM Libra URL 2008 12.25T00 40 X2 Update SharePoary M M
10 JeT80cf caaTMieAFolder  ACMESP, DocsPagiURL 20081222712 0904 Update SharePoary s M
11| Sl £ DTUBTE List SHAREPC ListafTask URL 2008 12:20714:46:42 Updals SharaP oy 1000
12| Stz £ DTUBIE List SHAREPC ListafTask URL 2008 12:29714:46:42 Updals SharaP oy 2
13| STtz £ DTUBTE List SHARERC Lista/Task URL  2000.01.04T01-09.85 Updals SharaP oy 3000
14| Tl DTBTE List SHARERC Lista/Task URL 20000104701 10:29 Updals SharaPoay 4_pm
15 | T2 BTIUBTE List SHAREPC Lista/Task URL 20090104701 1200 Updals SharaPoa 500
16| Sl BT List SHARERC ListafTask URL  200001.04T01:12.41 Updals SharaPoa 000
17 RIGECCIILD tam  SHAREPC Lorg FurmURL 20000104100 6.8 Updaly SharaPoa
- 18 BIGEZCCIILD tam  SHAREPC Lorg FureURL 20000104100 56:58 Updaly SharaPoa
18 B ol Lraden0Zb: Documant SHAREPC | — T F00801-04TO0 86553 Update ShargPon
A B Al SHAREPC Long Fure URL 00B01-Q4TO0 67 01 Updlate SharaPoar
21 B Al SHAREPC Long Fure URL 200801-04TO0 67 06 Updlale SharaPoar
72 BT adenln SHARERT Lo Runs URL JR01-LUTOO 5706 Updata ShargPoarr
I3 TP € adetI SHARERC Long Fure URL 200001 C4TI E7 06 Upaala SharaPoen
2 BI L SIMEE Foldes  ACMES Dsemart: UL 200R01 QAT 36.51 Updlale SharaPoen i
25 PR L AN F Documand ACMESS EHM Libea URL 200R01 QAT 57 06, Updlale SharaPoen
2 AL TedT I Documr SHAREPC LintaMiark URL 200601-04T 1241 Upalate SharaPoen
7 TREDE b1 aThe- Dscummant SHARERC Long Fura URL 2006.05-11T16 2455 Update SharaPoen
70 ATREDCCbeBlsThe- Bem  SHARERC 2006.05-11T16 2455 Update SharaPoen
23 TREDeLbeBlaThe- Bam  SHARERC 20060511716 24.55 Update SharaPoen
30| 387RA2:-LEMOAETS Documnt SHAREPT o 2005-01-04TN 1200 Updlate SharaPoen
31 eTRE2c-L 4N 307267 Documant ACMESP, FinancislR URL 2006-12-22T12 1750 Restare SharePor
32 eTREICL 4N 307267 Documant ACMESP, FinancislR URL 2009-0507T14 23 37 Check Ot SharePor iy 4y
33 3eTHE2e40 307 26-7 Documant ACMESP\ FinancislR URL 2008050714 24103 Update SharaPor
34 SeTRE2e40 307 26-7 Documant ACMESP\ FinancislR URL 20080507T14 24103 Move SharaPor “NewhiamerF mantiaepotuaudiLogE rpon 2006110
35 30THEC( 4N 307 267 Documant ACMESF\ FinancislR URL 20080507714 24 30 Check In SharePon M

1 Stell  Memid  MemTrpe Usarld  Machos Mhschens §Document Lscaten T O ATy EvEwrt Soua Soarte
2 IpTioitic £ 40 a7 7 Document ACMESP, ShanPen
3 | 672041 347257 Document ACMES?, ShanPean s
] o ShursPen <aeaan < a2 digors <l Adisers <o
5 ShamFon <Hipwhlarnas FicancialiwpotibudtlogE spon 051 122 ambeitiwhl
& ShareFe ‘e 2 ‘e
7 ShanPen Rera
] ShansPon <R 7 CTIC05 9966 4126-EE:
9 .\’mmw SharFon 313 2000 Finansaal Report ziy
1 B0 I TY Chad Dvtel ShanPon <Hiptatemtem chi> | ABIDGE AT AL AZIA F S S50 Vet
2005.05.04THE 5200 Chad Mow ShanPen ket A AN S EAVSEENIOC
0090507718 2403 Chid Mews ShursPer 72671214056 BEF B s
13 3M“!‘3¢1‘Sh‘{' .Amnm\l ACMESM o ShanPom
14 36702 £ SEMASHL Document ACMES SharsPon Veeions<Magors 2 <M Mincrs <k
15 307042 BHOA45HC Documare ACMESP, SharPon o s < g
T ShanPon
ShaPen s
ShursPer <aesaan < Mg cdigory <Warrnll<Adisers <arasses
T SharPen <ppsonr <Alfaricnnt <ersions <Riecycle | <Recyches
i1 ‘ e ShanPor A . 0
21 367062 £ 4ch1 sS4 Document ACMESSL ShnPe <Hbwhlara s F it MRABEALTI 1 b S0Pk SeSurmirt decs <Him
22| 3tTeaze L D SharsPen o2 i
I3 JllidcL T afbata ShanPemn
FOIE 002021 4512 Update Shann ' o] </l
B Wi L7 AXBLEDITII #517 Chack in ShanePem s
76 TRA2CA 7146654 Documant ACMESPY 2009.00.09723 53 23 Dwiste ShassPen <aesmses <Al ariscnt < asions <Rec pehd <ec ych

© 2009 Monterey Technology Group Inc.



U Custom
=~ Report

© 2009 Monterey Technology Group Inc.

'Run a custom report - Customize

urcatly spachy 1 B Foe

At gt
Location

Soecty shether tha raport shoud e
s Sk Celection

ot 8 particuiar it

e,
. canr after that date. I you specty ank
date, the report vl rclade al erents that ocn bef:

nd

are that cate.

Users

Teomidly mhat e I roguat ad:

Tvents

St Dty

O Dt

B

[ e or domriadeg ducumerts, viewes; tes ki, or

veris. B s rvent b are spmchud, the repert vl rckude ol
vt it the o ristricticrs.

1750 F
HROELITI I 0

Ewent
e

I Bt bews
I Chaching ot ox chaching i R

7 Mg or cogryrsg doves b b e alion o M s

I Dwletrg or restorng bams.

I Edtng content types and columns.

7 Searching site cortent.

7 Edting usars and permissons.

™ Bdting swadting settings and delsting s kg events.
I Worbdiom weerts.

™ Custom everts.

o | omd |

k like?

o




BEARyou ditect the audit log to your

L i log management application?
"jl lt,‘-':'-'"j - | | i '

UNo, the SharePoint audit log is trapped in

= the SharePoint content database
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@t’s wrong with the SharePoint audit log?

SECURITY.COM
I b binder

1. Stored in content DB, no way to collect to
central, secure log archive

2. Reports are unreadable

3. No alerting

4. No way to enable auditing in WSS
5

6

. No way to access log in WSS
. No scheduled pruning

- —

UProblems solved by

= IQ)sbinder SP

www.logbinder.com

g
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BEOGbinder SP solves SharePoint
3 Audit Problems

. Reports are unreadable

. No alerting

. No way to enable auditing in WSS
. No way to access log in WSS

. No scheduled pruning

] —

w
u _

Stored in content DB, no way to collect to
central, secure log archive

C , secure log archive

\

ontent DB, no way to collect to

Reports are unreadable

No alerting

No way to enable auditing in WSS
No way to access log in WSS

No scheduled pruning
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BNEOGbinder SP solves SharePoint
Audit Problems

| =]
3. No alerting
L 4. No way to enable auditing in WSS
5. No way to access log in WSS
6. No scheduled pruning

BEOGbinder SP solves SharePoint
Audit Problems

=

. No way to enable auditing in WSS
. No way to access log in WSS
. No scheduled pruning
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IEOGbinder SP solves SharePoint
| Audit Problems

IEOGbinder SP solves SharePoint
' Audit Problems

. NEEW&Yto access log in WSS
6. No scheduled pruning
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LEOGbinder SP solves SharePoint
Audit Problems

y 1. SWontent DB, no way to collect to
W —c Lgecure log archive

UDownload
=~ LOGbinder SP

W_Imbinder.com

QVisit
| =

© 2009 Monterey Technology Group Inc.

13



