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Ultimate
Windows
Security.com Preview of  Key Points

 Does SharePoint have an audit log?
 Which versions/editions? Which versions/editions?
 How do you enable auditing?
 What events/activity does it allow you to 

audit?
 Where is the log stored?
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 How do you view the log?
 What’s wrong with the SharePoint audit 

log?

Ultimate
Windows
Security.com Does SharePoint have an audit log?

Yes
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Ultimate
Windows
Security.com Which versions/editions?

Version
 3.0 / 2007

Editions
 Windows SharePoint Services 3.0
 Office SharePoint Server 2007 for Search 
 Office Forms Server 2007 
 Office SharePoint Server 2007 Standard
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 Office SharePoint Server 2007 Standard
 Office SharePoint Server 2007 Enterprise
 Office SharePoint Server 2007 for Internet 

Sites 

Ultimate
Windows
Security.com How do you enable auditing?

Windows SharePoint Services
 No interface or command line utilityNo interface or command line utility

 Script the SharePoint object model
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Ultimate
Windows
Security.com How do you enable auditing?

Office SharePoint Services
 Site Collection Administration \ Site collectionSite Collection Administration \ Site collection 

audit settings 
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Ultimate
Windows
Security.com Where is the log stored?

SharePoint content database in SQL 
ServerServer
 “audit event entries … are stored with all other 

content such as list items, documents…”  -
TechNet
Tables in SharePoint content SQL database

Not designed for direct access
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Not designed for direct access
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Ultimate
Windows
Security.com How do you view the log?

Windows SharePoint Services
 No interface or command line utilityNo interface or command line utility

 Script the SharePoint object model
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Ultimate
Windows
Security.com How do you view the log?

Office 
SharePointSharePoint 
Server
 Handful of 

rudimentary 
Excel reports

 Cryptic
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 Cryptic

 Essentially 
broken 
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Ultimate
Windows
Security.com What do reports look like?

Content Modification
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Ultimate
Windows
Security.com What do reports look like?

Security Settings
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Ultimate
Windows
Security.com What do reports look like?

Custom 
ReportReport
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Ultimate
Windows
Security.com What do reports look like?

Custom Report
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Ultimate
Windows
Security.com How do you configure alerts?

No support
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Ultimate
Windows
Security.com

Can you direct the audit log to your 
log management application?

No, the SharePoint audit log is trapped in 
the SharePoint content databasethe SharePoint content database
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Ultimate
Windows
Security.com What’s wrong with the SharePoint audit log?

1. Stored in content DB, no way to collect to 
central, secure log archivecentral, secure log archive

2. Reports are unreadable

3. No alerting

4. No way to enable auditing in WSS

5 No way to access log in WSS
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5. No way to access log in WSS

6. No scheduled pruning

Ultimate
Windows
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Problems solved by

www.logbinder.com
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Ultimate
Windows
Security.com

LOGbinder SP solves SharePoint
Audit Problems

1. Stored in content DB, no way to collect to 
central, secure log archivecentral, secure log archive

2. Reports are unreadable

3. No alerting

4. No way to enable auditing in WSS

5 No way to access log in WSS5. No way to access log in WSS

6. No scheduled pruning
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Ultimate
Windows
Security.com Want to Learn More?

Download 
LOGbinder SPLOGbinder SP

Visit

www. .com
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